
Cyber Threat Intelligence

A powerful CTI team, inside your AI

Automate threat detection with  
the power of AI with embedded CTI

Fragmented data and constant alerts create  
blind spots for attacks. When key activities like 
vulnerability scanning, threat intelligence, and asset 
management are separated, you lose full visibility 
into your cyber risk. Axur’s integrated Cyber Threat 
Intelligence (CTI) and External Attack Surface 
Management (EASM) close these gaps, providing 
full coverage, affordable intel, and maximum 
productivity. This unified approach helps you  
prioritize vulnerabilities, identify critical risks,  
and respond swiftly to threats.

T1190 - Exploitation

T1203 - Exploitation

T1059.004 - Execution

CVE-2025-11204

CVE-2025-8264

CVE-2025-11245

+ 3 CVEs detected

+ 2 TTPs detected

Exploit Public-Facing Application

Exploitation for Client Execution

Command and Scripting Interpreter: Unix Shell

Critical Zero Day AdvancedPersistentThreats CloudSecurity CyberAttack Follow Copy link

Lazarus Group's $1.5B Bybit Heist: Safe{Wallet} Exploit Unveiled

Overview What to do 6 IoCs 20 TTPs 28 Sources

English (USA) AI-powered co-creation

Summary 7 related threat actors

Based on data available as of March 03, 2025 at 07:11 AM
Tradertraitor Lazarus Group

Bybit, a cryptocurrency exchange, suffered a $1.5 billion theft in Ethereum due to a supply chain 
attack by the Lazarus Group, exploiting SafeWallet. The group used Astrill VPN to hide their IP 
addresses and employed sophisticated obfuscation techniques. Bybit has assured customers of 
asset safety and promised reimbursements. A $140 million bounty is offered for information leading 
to fund recovery.

Famous Chollima Contagious Interview

APT38 Unc4899 Jade Sleet

1 target industry

History All Finance

Legacy bulletin format

Last new finding on March 03, 2025 at 07:11 AM
2 mentioned locations

Prior: Bybit, a cryptocurrency exchange, suffered a $1.5 billion theft in Ethereum due  
to a supply chain attack by the Lazarus Group, exploiting SafeWallet. The attack involved  
the discovery of malicious JavaScript files linked to the group. Bybit has assured customers 


of asset safety and promised reimbursements. A $140 million bounty is offered for 


information leading to fund recovery.

+ 3 IoCs detected

sha1 2e02bc7bb70df243e6eb792689d9b8eba0013161

md5 1f74f3f24d8273927b8db392c23e108576936c54

Unified Threat Visibility

AI-Powered Efficiency

North Korea United Arab Emirates

Real-time intelligence 

New finding on April 09, 2025 at 01:47 PM

Initial access brokers are exploiting the SAP NetWeaver zero-day vulnerability 
CVE-2025-31324 to enable unauthorized access. The flaw was discovered by Reliauest, and

attackers are deploying JSP webshells. Source name

New finding on April 09, 2025 at 01:47 PM

Defensive controls prevented successful exploitation, highlighting the need for robust 

defense-in-depth strategies. Source name

New finding on April 09, 2025 at 01:47 PM

The exploitation of the SAP NetWeaver vulnerability involves the Brute Ratel C4 framework 

and the Heaven’s Gate technique. Source name

New finding on April 09, 2025 at 01:47 PM

The flaw allowed unauthenticated attackers to upload arbitrary files, including web shells, 

leading to potential remote code execution. Source name

Show 5 of 7 relevant findings 

Created April 04, 2025 at 11:26 AM

Discovery of Rust Version of SysJoker Backdoor Malware Used  

by Hamas-affiliated Threat Actor. Source name

+ 19 IoCs detected

+ 2 CVEs detected

+ 2 TTPs detected
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https://www.axur.com/en-us/contact/?utm_source=datasheet&utm_medium=REPORTS%20&utm_campaign=an-infoblox-company&utm_content=datasheet

