//TAXUR cGmpany™

A powerful CTl team, inside your Al

Automate threat detection with

the power of Al with embedded CTI

& Critical 3] Zero Day  AdvancedPersistentThreats  CloudSecurity — CyberAttack

Follow /¥ Copy link &2

Lazarus Group's $1.5B Bybit Heist: Safe{Wallet} Exploit Unveiled
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Summary
Based on data available as of March 03, 2025 at 07:11 AM

Bybit, a cryptocurrency exchange, suffered a $1.5 billion theft in Ethereum due to a supply chain
attack by the Lazarus Group, exploiting SafeWallet. The group used Astrill VPN to hide their IP
addresses and employed sophisticated obfuscation techniques. Bybit has assured customers of
asset safety and promised reimbursements. A $140 million bounty is offered for information leading
to fund recovery.
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Prior: Bybit, a cryptocurrency exchange, suffered a $1.5 billion theft in Ethereum due
to a supply chain attack by the Lazarus Group, exploiting SafeWallet. The attack involved

Fragmented data and constant alerts create

blind spots for attacks. When key activities like
vulnerability scanning, threat intelligence, and asset
management are separated, you lose full visibility
into your cyber risk. Axur’s integrated Cyber Threat
Intelligence (CTI) and External Attack Surface
Management (EASM) close these gaps, providing
full coverage, affordable intel, and maximum
productivity. This unified approach helps you
prioritize vulnerabilities, identify critical risks,

and respond swiftly to threats.
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Identify your most vulnerable and frequently
targeted assets, whether in your environment
or globally, to prioritize protection.

Gain insights into malware families and
related incidents, enabling faster responses
to evolving threats.

Focus on critical vulnerabilities currently
being exploited, with a prioritized view
to target remediation.

Transform alerts into
actionable insights

Patch management made easy
Consolidate data to simplify patch prioritization,
acting quickly on critical vulnerabilities.

Strategic data for CISOs and security teams
Provide CISOs with actionable insights to prevent
attacks and strengthen security posture.

Access profiles of attackers, including their
tactics and exploited vulnerabilities,
to anticipate risks.

Track trending adversary tactics and techniques
to anticipate attack strategies and improve
your defensive posture.

Filter threats by industry to compare sector-specific
risks and adapt your security strategy based on
tailored insights.

First-hand curated alerts
Stay ahead of emerging threats and promptly
inform management for immediate action.

No more endless tabs or contextless alerts
Eliminate the clutter of multiple tabs and receive
only the most relevant, actionable alerts.
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